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Abstract

The Internet has changed from a network designed to communicate between single hosts to

the biggest platform of entertainment. Rich media applications are present that challenge

traditional distribution approaches. Routing protocols often do not know about the special

constraints certain multimedia applications demand from the network connections. This

thesis aims to provide a distribution strategy that operates on a link level and introduces

a metric that is aware of application-specific quality-of-service demands. Furthermore,

the underlying channel-model and the used error-correction schemes are considered when

chosing beneficial routes for multimedia delivery.
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Chapter 1

Introduction

Invented and installed as a mean to communicate between remote terminals, the Internet

has changed its face and usage over the years. From a medium designed to transmit static

information for displaying websites, it developed to a channel for delivery of all types

of information. Video-content, audio-content, audiovisual live-messaging or collaboration

suites nowadays rely on the internet and the Internet Protocol Suite. The CISCO Visual

Networking Index (VNI) shows that by the year 2016, about 77 Exabytes of video-content

will cross the Internet towards customers, as seen in figures 1.1 and 1.2.

Not only the sheer amount of delivered video-content but also the general shift towards

multimedia transmission as a main application of IP-networks can be seen throughout the

last years. Instead of only sending text-based messages like e-mails from one computer to

the other or simply downloading or sharing files, the Internet became the biggest platform

for education, entertainment and communication all over the world. Services like YouTube

enable users from all over the world to share high-quality video-content. Online games

11



Figure 1.1: Ciscos VNI predicts around 77 Exabytes of video-content caused by customers
by 2017(http://www.cisco.com)

like World of Warcraft bring together thousands of players on one server. Streaming plat-

forms specially put in place for huge events like the FIFA World-Cup are also examples

for applications that are seen today gaining a lot of popularity. All of this applications

demand different kinds of qualities from the underlying connection in terms of reliability,

throughput and interactivity when data is sent from a server to a user and vice versa.

By the rise of a lot of services like Netflix1, Amazon Instant Video2, Simfy3 or Sky-Go4

where users pay to watch their favorite TV-shows, listen to their favorite music or to

1http://www.netflix.com
2http://www.amazon.de
3http://www.simfy.de
4http://www.skygo.sky.de

12

http://www.cisco.com
http://www.netflix.com
http://www.amazon.de
http://www.simfy.de
http://www.skygo.sky.de


being plugged in live to the big soccer-match, service-providers are in a hurry to create

infrastructures that assure a certain minimum quality between their servers and paying

customers in terms of the above mentioned criteria.

Live broadcasting of so called eSports matches, where multiple players or teams compete

against each other in certain disciplines (i.e. different computer games) has become an

interisting option of investment. The live-streaming platform Twitch5 whose only purpose

is to broadcast screen-captures over the internet is on a rapid increase of their viewership

currently peaking at over 500, 000 at bigger events for a single stream averaging 45 million

unique users per month 6.

Another change that the Internet is facing is the transformation from a fairly large but

homogeneous copper-wire based network to a network that utilizes a broad spectrum of

transmission-schemes like fiber, 3G, LTE or WiFi connections as schematically shown

in figure 1.3. Mobile music- and video-consumption poses a new challenge to the estab-

lished server-infrastructures and distribution-strategies because each of these transmission-

channels has a very own characteristics when it comes down to reliable transmissions that

have to be coped with for a high quality multimedia experience.

5http://www.twitch.tv
6http://www.twitch.tv/year/2013, viewed at February 21st 204
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Figure 1.2: Mobile traffic of May 2014, estimated by CISCOs VNI. Green is consumer
traffic and blue is business traffic(http://www.cisco.com).
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1.1. Quality of Perception and Quality of Service

Figure 1.3: Example of a heterogeneous networking scenario that arises with mobile mul-
timedia applications.

1.1 Quality of Perception and Quality of Service

Applications like video-streaming (on-demand or live) that focus on fast, reliable trans-

mission of large data volumes impose a set of restrictions to the connection that is used

to deliver the demanded data. The average customer that is using such an application

that he or she maybe even pays for has a set of expectations towards, for example, a video

transmission:

15



1.1. Quality of Perception and Quality of Service

• ”My video should not stutter!”

• ”My video should be error free!”

• ”I don’t want that video to take fifteen minutes to start!”

Such set of expectations regarding the quality of the received media data is called Qual-

ity of Perception (QoP)[16] and plays a major roll when thinking about multimedia data

distribution.

If these expectations are not met, it will often be caused by for example data corruption

introduced by packet loss, synchronization issues caused by either a high transmission

time or a high variance of the transmission time.

Figure 1.4: Video screenshot with errors due to information loss.

16



1.1. Quality of Perception and Quality of Service

Because QoP is a subjective measure that is carried out by the consumer in front of their

TVs or facing their mobile phones, this is - at least for the network administrator - not

a good measure for quality, so this perceptive quality has to be mapped to an objective

quality from where perceived quality has to be improved. Furthermore, the consumer does

not care about the implementation of the network service, she only cares about the quality

of the application.

Because of this divergence between the term quality when looked at from different sides

of the same service, the International Telecommunication Union (ITU) published their

recommendation ITU-T Rec. G.1010 [16], where they introduce such a mapping. They

first define the so called user driven performance requirements to measure the overall

perfomance of a service. They try to measure performance by

• taking into account all aspects of the user’s point of view

• focussing on user-perceivable effects instead of causes

• abstracting from network architecture and used technology

• can be measured objectively and subjectively

• can be mapped to known network performance parameters

• can be assured to customers by service-providers

The quality of the received content largely depends on the characteristics of the infras-

tructure that is used to distribute said content and the impact of these characteristics

on the content. For example, a one way transmission time of two seconds would not be

crucial in a bulk-download of a large file, but would be for a VoIP call, making a normal

conversation impossible. [17]

17



1.2. Synopsis

To have a framework for classifying QoP and matching it to corresponding QoS require-

ments, the ITU-T also published so called QoS-classes that bundle applications that share

several application-specific constraints on connection quality.

QoS class Applications

0 Real-time, jitter sensitive, highly interactive (VoIP, VTC, online gaming)

1 Real-time, jitter sensitive, less interactive (VoIP, VTC)

2 Transaction data, highly interactive (signalling)

3 Transaction data, interactive

4 Low loss only (bulk transfer, on demand streaming)

5 Traditional applications of IP networks

1.2 Synopsis

The succeeding chapters will be organized in the following manner: first, a theoretical

basis for coping with networks will be established. This includes introduction of a graph

based model for networking and routing and a channel-model the network will work on

which also consideres error-correction schemes.

Afterwards, the QoS-Routing-Problem will be analyzed and given the introduced network-

model, a QoS-Routing-Metric will be given.

18



Chapter 2

The Network Model

To be able to make reliable assertions about the quality of a multimedia transmission

and thereby about the underlying connection, a theoretical network model has to be

established. Several network metrics will be introduced and crucial statements about

their impact on multimedia transmission will be made in order to be able to use them to

classify connections based on [17]. Furthermore, a channel-model to simulate real network

packet-loss behaviour will be given and error-correction schemes will be considered.

A computer network is assumed to be represented by an undirected and edge-multi-weighted

graph to meet the abstraction that is demanded by the user driven performance require-

ments.

Definition(Graph). Let V = {1, ..., n} be a set of nodes and let E ⊂ [V ]2 be a set of

links, where [V ]2 = {X ∈ 2V s.t.|X|= 2}. We call the tuple G = (V,E) a graph with

node-set V and link-set E.

19



It comes in handy to represent real computer-networks as graphs, since hosts in the network

can be identified by vertices and corresponding links between the hosts can be identified

as edges.

To make statements about the quality of given links, different metrics have to be assigned

to these links. Also, often a single host in the network is in charge of distributing the

desired multimedia data among a given set of receivers.

Definition(Multi-Weighted Graph, Network). Let V = {1, ..., n} ne a set of nodes

and let E ⊂ [V ]2 be a set of links. Furthermore, let wE → Rm be an m-dimensional

weighting function that assigns a set of m weights to a given edge.

We call G = (V,E,w) a multi-weighted graph.

If additionally, a set of sources (R ⊂ V ) and a set of sinks (S ⊂ V ) is given, G =

(V,E,w,R, S) is called a network.

Based on the given definition of graphs and networks above, the following terminology

will be used when talking about data-distribution in a graph [7]

• a walk of length l is a sequence of vertices and edges {v1, e1, v2, e2, ..., vl, el, vl+1}

where vi ∈ V and ei = (vi, vi+1) as shown in figure 2.2

• a path of length l is a walk of length l that does not contain duplicate nodes, i.e. it

contains no cycle as shown in figure 2.3

• a cycle of length l is a path of length l − 1 that additionally connects the first and

the last node in the sequence as shown in figure 2.4

• a connected graph is a graph, where for each pair of nodes vi, vj ∈ V there exists a

path connecting vi and vj

20



1

2

3

4

w(1,4)=(0.6, 250)w(1,2)=(0.3, 120)

w(2,4)=(0.3, 35)

w(2,3)=(0.1, 20) w(3,4)=(0.2, 270)

Figure 2.1: Visualisation of a multi-weighted graph with V = {1, 2, 3, 4}, E =
{(1, 2), (1, 4), (2, 3), (2, 4), (3, 4)} and w → R2

• a tree is a connected graph that is acyclic, i.e. it does not contain a cycle

• a subgraph of a graph G = (V,E) is a graph H = (E ′, V ′) s.t. E ′ ⊆ E and V ′ ⊆ V

• a spanning tree of a given graph G = (V,E) is a subgraph H = (E ′ ⊆ E, V ) that is

acyclic and connected as shown in figure 2.5

Based on this abstraction of real networks, it further is assumed that the data will be

distributed as packets and QoS-relevant metrics will be introduced with this graph based

representation in mind. Also, for the sake of simplicity, no additional protocol-overhead

will be considered when talking about the size of the packets - packets will only contain

application specific content.

Moreover, since a connection from a sender to a receiver in a network may be a path of

21



2.1. Network Metrics

Figure 2.2: A walk of length 4.

Figure 2.3: A path of length 5.

length l > 1, a concatenation operation for each metric will be introduced to spread the

notion of the metric from link-level to path-level.

2.1 Network Metrics

When operating a packet switched network, transmission problems are a usual observation.

The usage of different media like fiber or copper, each bringing its own characteristics,

leads to a varying transmission quality from link to link. Expressing this quality depending

on the given link as a numerical measures is done by using network metrics that can be

assigned to the links an a network.

22



2.1. Network Metrics

Figure 2.4: A cycle of length 3.

Figure 2.5: A possible spanning tree.

Delay

Since multimedia applications like VoIP calls or teleconferencing rely on a certain degree of

interactivity to meet QoP requirements, this metric plays an important roll when trying

to assure a minimal QoS. The delay metric can both be measured as a one way delay

(delay) and roundtrip time(RTT), which consists of the delay from the sender to the

receiver and the delay from the receiver to the sender added up. Since measuring one

way transmission delay incorporates strict synchronisation of both clocks built in the

receiver and the sender, often RTT is preferred - but since we abstract from the concrete

implementation and architecture, we will only talk about the one way delay.
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2.1. Network Metrics

Delay in data transmission appears for every packet that is sent on the network towards

the receiver and consists of seven different components:

• the processing delay on the sender-side DP,S

• the queuing delay on the sender-side DQ,S

• the propagation delay DP

• the transmission delay DT

• the queuing delay on the receiver-side DQ,R

• the processing delay on the receiver-side DP,R

• the expected number of retransmissions depending on the chosen error-protection

scheme, often called RTX [3]

This composition of delay times that add up to the overall delay

D = QS + PS + P + T + PR +QR (2.1)

depends inherently on the used hardware and the properties of the connection. Queuing-

delays change with the used hardware, used configuration and used queue-sizes and prior-

ization of packets inside the nodes. Processing delays generally take the used protocol into

account when processing headers, so this component also depends on the implementation

of the network.

To meet the user driven performance requirements, delay will be considered as a single

value, only indicating the time between the start and the successfull end of a transmis-

sion, including potential retransmission. The topic of retransmissions will be covered when

24



2.1. Network Metrics

DQ,S

DP,S

DP

DT

DP,R

DQ,R

starting to send

done receiving

Figure 2.6: Composition of one-way transmission delay

talking about error correction schemes.

Reliable one way delay has to be measured with synchronized clocks at the sender and the

receiver, each uniquuely identifying sent packets to compute the consumed time. Mea-

suring RTT and dividing by two incorporates the risk of having different paths for each

direction of transmission and is therefore not suitable for acquiring reliable values for the

estimated delay.

Moreover, one way delay is an additive metric, i.e. when sending data along a path con-
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2.1. Network Metrics

sisting of different nodes, the overall delay consists of the sum of the delays for single

links.

Jitter

Since a measured delay depends as described above on the concrete implementation of

the network, involving queue sizes, used protocols and the current network load, delay

will change over time with the overall link state. For a multimedia application to be

resilient against sudden changes in delay, it has to know about the links sensitivity to

those variations.

When having measured the delay on a given link, it is also useful to describe that link in

terms of its delay-variaton or jitter, where the variation is described in statistical terms.

Given the average delay on the link D, for each measured delay Di for i ∈ V for a given

graph G = (V,E), jitter J is defined as the variance on these measurements:

J = E((Di −D)2), (2.2)

where E(X) denotes the statistical expected value. Note that for a given link, the esti-

mation of jitter depends on the set of given samples and how the proeprties of the link

change over time. The measured jitter-value may actually never converge to the actual

value.

Since the expected value of delay is incorporated in the computation of jitter, concatena-

tion is a problem. Because

26



2.1. Network Metrics

E(X1 +X2) = E(X1) + E(X2) + cov(X1, X2)[3] (2.3)

and it is not clear how to compute the covariance of two delay measurements, jitter either

has to be measured for a whole path or has to be only considered at link-level.

Datarate

Since network links vary in their capability of transmitting large amounts of data, datarate

and related metrics like capacity have to be considered when delivering multimedia data.

If a datarate of a link, which will be assumed to be measured in bits/second, is lower

then the amount of information that a certain application needs, transmission quality and

therefore QoS and QoP will be tragically affected and a transmission could also be entirely

impossible.

Datarate is a so called bottleneck metric, which means that for a given path p = {v1, e1, v2, e2, ..., vl, el, vl+1},

the total datarate of the path corresponds to the minimal datarate among all links of the

path, i.e. datarate(p) = min
ei∈p

datarate(ei).

Packet Loss Rate

Packet loss rate (PLR) describes the probability for a given link, that any crossed packet

will be corrupted such that it either is lost and ignored or has to be retransmitted.

Although a lot of good error-correction schemes are available [25], a so called residual PLR

is always left. Modern audio- and video-codecs like AVC [29] are resilient to a small PLR

because of the human inability to distinguish pixels at a given distance from the monitor,
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2.1. Network Metrics

lost packets still can deteriorate the QoP in a large manner. A low packet-loss-rate there-

fore is always preferred.

Given a path

1 2 3 4
PLR1 PLR2 PLR3

Figure 2.7: A network path with given PLRs

the end-to-end path loss rate PLRe2e from 1 to 4 can be computed as

PLRe2e = 1− (1− PLR1)(1− PLR2)(1− PLR3). (2.4)

Since probabilties for packet loss on given links are multiplied along a path, PLR is a

multiplicative metric, and due to the laws of logarithm, multiplicative metrics can also be

handled as additive metrics :

log(AB) = log(A) + log(B), (2.5)

so instead of using multiplcative PLR the logarithm of the PLR (logPLR) will also be

used.

28



2.2. Routing

2.2 Routing

The basis for data-distribution in packet-switched networks is routing. Since in a real

network, many different routes from one node to another exist and chosing the most ben-

eficial route is crucial for delivering a minimum level of QoS.

To be able to fullfull the application-induced constraints like a low delay for real-time

data, clever routing in terms of chosing routes depending on a given set of metrics is a

useful tool for offering QoS. To not just randomly send packets among severel links until

they reach destination, routing protocols keep track about the network topology and use

this information to chose clever routes. Link-State Routing Protocols [22] aim to exchange

the properties of their own adjacent links with all other routers on the Internet to build

up a global view on the network by flooding packets that carry correlating information to

each available router. Mapping of the topology to a suitable representation and computing

preferable paths between each two available nides on the network is done at each router

inedepndently based on the exchanged characteristics. It is also up to the protocol to

inform the whole network about each change of topology, like nodes losing connection or

new hosts entering the topology.

Known Link-State Routing protocols are for example

• Open Shortes Path First (OSPF) [24]

• Inter-System Inter-System(IS-IS) [26]

• Optimized Link-State Routing Protocol (OLSR) [5]
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2.2. Routing

Instead of flooding the whole network with information about its environment, a router

that runs a Distance-Vector Routing Protocol only has to inform its neighbour routers

about link-characteristics and topological changes. Based on information about direction

and distance, a routing table is stored at each router which saves the outgoing link towards

each node and an estimation about the distance in terms of any metric can be measured.

Periodical exchange of this information between neighbours has to be performed to keep

track of changing topologies, but compared to a Link-State based approach, much less

information is sent over the network because only the closest environment of each node is

communicated instead of the whole routing table. [20]

Examples for Distance-Vector Protocols are:

• Routing Information Protocol (RIP) [21]

• Interior Gateway Protocol (IGRP) [28]

• Enhanced Interior Gateway Protocol (EIGRP) [8]

Again, besides how shortest paths are computed and how topological information is spread

and updated, quality-evaluation of links is a crucial part of these routing protocols.

RIP for example uses the hop-count as a metric for path-selection, whereas EIGRP uses

a combination of several metrics that are grouped as one single value, which for a given

link l is computed as

cost(l) = K1 · (datarate(l) +
K2 · datarate(l)

256− load(l)
+K3 · delay(l)) · K5

reliability(l) +K4

(2.6)
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2.2. Routing

This metric takes the datarate, the delay, the loss rate (in form of a reliability-factor)

and several so called K-factors into account, where the constant K-factors are determined

manually by a network administrator. As a default behaviour, only datarate and delay

are considred (K2 = K4 = K5 = 0 and K1 = K3 = 1).

Based on the demands of modern multimedia applications, the two classes of routing pro-

tocols each have their strengths, but als several problems arise: Sine those protocols do

not have any knowledge about the type of data they fave to conduct through the net-

work, quality-of-service constraints like a maximal tolerable delay or a maximal tolerable

loss-rate cannot be considered throughout the path-selection process. Also, a lot of these

protocols only consider single metrics like hop-count or datarate - even EIGRP seems like

utilizing a flexible metric, the used K-factors are always statically chosen by a human

being instead of adapting to the carried data.

With the rise of software defined networking(SDN) over the last years, introducing soft-

ware like OpenFlow and other frameworks for SDN, network admins see themselves with a

lot more control over how data is distributed in networks. Instead of focussing on technical

details when it comes to routing, it is assumed throughout this thesis that all information

that is needed will be available through the implementation of the (sofware defined) net-

work.

On this level of abstraction, routing protocols mostly differ in how the best route from

sender to receiver is chosen. Apart from the way information about the network tolpoligy

is spred, chosing a good route for traffic largely depends on the classification of links and

the chosen metric.
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2.3. The Burst-Noise-Channel

2.3 The Burst-Noise-Channel

For information delivery over computer networks, the fact that packets could be lost

throughout the process plays a major roll when tryig to reach QoS requirements.

The packet loss rate or PLR describes the statistical probability that a packet is lost or

irrevertibly corrupted during the transmission process. Since the PLR is a probability-

measure for single events, each packet that is sent from a node onto a link would have

the same probability to be lost. In real-world computer-networks, this is a rather bad

approach when it comes down to simulating real network behaviour because certain cir-

cumstances can cause channels to by dysfunctional over a certain amount of time such

that all packets sent in this timeframe are corrputed.

This fact urged Edgar Nelson Gilbert to think about the matter and to come up with a

charecterisation of real networks in terms of their packet-loss behaviour as Burst-Noise

Channels [11].

In a burst-noise channels, instead of using independent trials to determine the packet-

loss probability for each packet, two states of the channel itself and a set of transition-

probabilities are assumed. The model is shown in figure 2.8, and uses the following ingre-

dients:

• a good state G where a sent packet is certainly delivered error-free

• a bad state B where a sent packet is lost with a certain probability

• the probability Q that - if at G - the channel will remain at G

• the probability q that - if at B - the channel will remain at B
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• the probability P that the channel changes its state from G to B

• the probability p that the channel changes its state from B to G

• the probability h that the channel produces no error at b

G B

P

Q

p

q

Figure 2.8: Visualization of the markov chain that defines a burst-noise channel

Gilbert introduced a model based on markov-chains to simulate burstiness of real channels,

where being in the B-state corresponds to conditions that cause packets to be lost on

the channel, for example a hardware-failure or in case of radio-transmission bad weather

conditions.

This model produces errors and error-free transmission in the following fashion: First,

given the state (B or G) that the channel is currently in, compute if the state will be

changed according to P and p. After that, if in B, use the probability h to determine of

an error will occur or not. This is done for each single packet that has to be sent.

To be able to simulate real network behaviour with this model, parameter estimation of

P, p,Q, q and h is an important issue to get an accurate description of the network con-

nection. In the following, general properties of this model and an algorithm to estimate

these parameters will be examined.
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2.3.1 Properties Of The Burst-Noise-Channel

To describe the process of sending a large amount packets over a link and packets getting

lost, the following notation will be used:

• the process of sending n packets will be described as a bitstring of length n

• a successfully sent packet will be denoted as 0

• a successfully sent packet will be denoted as 1,

where ”successfully sent” means that the packet was not lost during transmission and

arrives uncorrupted at receiver-side. For example, the following bitstring taken from [11]

0621101710461101011101111015104210281109010371

105100103510110102311040181015110111011011105
(2.7)

denotes the process of sending 500 packets, the first 62 sent successfully, then two lost,

then 17 sent successfully and so on.

This trial run seems like a reasonable assumption for a burst-noise channel, since relatively

long runs of successfully sent packets are seperated by rather short error bursts.

To estimate the parameters of the model, Gilbert uses the following method:

Let us be at a point in a run where we observed packet-loss as the most recent event (no

packet after the lost one was sent). Note that the channel has to be at his B state to

produce an error. Then
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fK = P (GK−1B|B)[11] (2.8)

is the probability of the channel to change to G, stay there for K − 1 packets and then

changing to B again, where the starting point is at B, i.e. the probability for an error-free

run after an occured error that finishes in B (and not necessarily causing an error there).

Note that the term P (X|Y ) denotes the conditional probability that given Y , X is ob-

served from that on. For example, the probability that we are in the bad state and stay

there is then f1 = q, the probability to change from B to G and to B again is f2 = pP

and so on, and finally fK = pQK−2P for K ≥ 2.

For later computations, it comes in handy to express the function fK as a generating

function. A generating function is a formal power series [10] that, for a given function

f(k) with domain N, expresses its function values as coefficients of the series:

F (t) =
∑
k

f(k)tk (2.9)

sucht that we can express fK in terms of its generating function and the corresponding

closed form that can be computed by the means of [11]

F (t) =
∑
K

fKt
K = qt+

∑
K

pQK−2PtK = qt+
pPt2

1−Qt
(2.10)

For the closed formula on the right hand side to make sense, it has to be considered that

the run lengths of only good states and only bad states are each geometrically distributed
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[11] and for an event B → G → B to happen, the probability is pP and for the event

B → B to happen, the probability is q, which is interpreted as the probability of generating

a run of G between two Bs and generating a run of two consecutive Bs.

Additionally, let f
(m)
K denote the probability that the mth return to B (when starting at

B) happens exactly at the Kth step of the sending process. Then, with using the above

findings, the following can be stated [11]

s(K,m) = f
(m)
K +

K−m∑
k=1

f
(m)
K−kpQ

k−1 (2.11)

where s(K,m) denotes the probability that during the next K steps of a run, again start-

ing at B includes exactly m returns to B, without making any restrictions on where in

the run these returns happen.

As f
(m)
K denotes the event that we return to B the mth time at step K, the rest of the

term is used to compute the probability of returning to B at step K − k for the last time

in the run of length K with probability f
(m)
K−k, leaving it towards G with probability p and

staying at G for the k − 1 remaining steps with probability Qk−1.

The corresponding generating function is then:

∞∑
K=1

s(K,m)tK = (1 +
pt

1−Qt
)[F (t)]m[11] (2.12)
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With these formulas at hand, it is possible to derive a function describes the probability

of an error-free run of length K as

u(K) =
∑
m

s(K,m)hm (2.13)

which yields the generating function

U(t) =
1 + (p−Q)t

(1−Qt)[1− hF (t)]
(2.14)

Plugging 2.10 in yields:

U(t) =
1 + (p−Q)t

(1−Qt)[1− h(qt+ pPt
1−Qt)]

=
1 + (p−Q)t

D(t)
(2.15)

where

D(t) =(1−Qt)[1− h(qt+
pPt

1−Qt
)] = (1−Qt)(1− hqt− hpPt

1−Qt
)

=(1−Qt)− (1−Qt)(hqt)− hpPt

=1−Qt− hqt− hqQt2 − hpPt

=1− t(Q+ hq)− ht2(pP − qQ)

=1− t(Q+ hq)− ht2(p(1−Q)− qQ)

=1− t(Q+ hq)− ht2(p−Q(p+ q))

=1− t(Q+ hq)− ht2(p−Q)
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which can be further factored as

D(t) = (1− Jt)(1− Lt) (2.16)

Now U(t) can be rewritten as

U(t) =
1 + (p−Q)t

(1− Jt)(1− Lt)
=

1 + (p−Q)t

J − L

(
J

1− Jt
− L

1− Lt

)
(2.17)

Considering the coefficient at tK for the power series of U(t), the probability for a run of

error-free transmissions for the burst-noise channel then is:

u(K) =
(J + p−Q)JK − (L+ p−Q)LK

J − L
(2.18)

Gilbert now proposes to fit a simplified version of this equality as

u(K) = AJK − (A− 1)LK (2.19)

to measurements for u(K), that is, the fraction of runs with length K or more. Stemming

from a

If appropriate values for A, J and K are found, the parameters of the channel can be

computed as
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h =
LJ

J − A(J − L)

P =
(1− L)(1− J)

1− h

p = A(J − L) + (1− J)

(
L− h
1− h

)

As seen by the above computations, it is possible to carry out measurements to determine

the free parameters of a burst-noise channel. Note that without measurements and only

the packet loss probability given, no useful information can be gathered by applying this

channel model.

This model and the inherent information about possible error-burst lengths or error-free

runs proves useful for determining a packet-loss rate for so called forward error correction

schemes. Also, incorporating the knowledge of the used channel-model yields a better

approximation of the observed loss-behaviour [11], which is useful for building a QoS metric

when forward error correction is used, because a packet loss rate built on independent trials

is not a useful tool in this scenario, which will be shown in the following section.
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2.4. Error Correction

2.4 Error Correction

Since the beginning of information theory, mathematicians, engineers and computer scien-

tists around the world thought about the transportation of information over communication-

channels like the above burst-error channel, so called additive white gaussian noise chan-

nels and in many other contexts.

Figure 2.9: Schematic view of a communication channel

Over the years, largely stemming from Claude E. Shannons work, where he derived the

famous Noisy-Channel-Coding Theorem, a lot of different codes for error correction were

established and are in use today. [25]

In this chapter an error-correction model for multimedia-data distribution will be estab-

lished and useful properties of the model will be derived.
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2.4.1 Channel Coding

Given that a sender wants to send a number of n packets across a network towards a

receiver, given a certain PLR > 0, the receiver will, in the long run, inevatibly see itself

confronted with lost packets and incomplete data.

The first and straight forward approach to overcome this problem could for example be

that instead of sending each packet only once, each packet could be sent twice. Although.

This already states a Channel Coding Scheme. The above coding scheme is a form of so

called Forward Error Correction(FEC) which always add a portion of redundancy to the

sent data that should ideally enable the receiver to reconstruct lost information. In the

example where each packet was sent twice, a lost packet can be recovered if and only if

its copy is not corrupted. Although the probability of losing a packet in this scheme is

lowered, also twice the needed data is transmitted over the channel.

Another approach that could be used to overcome the possibility of receiving corrupted

data could be that the sender adds a control mechanism to the packets - e.g. so called

sequence numbers - that enable the receiver to decide wether or not a packet was lost

during the sending process and than, with a message back to the sender, could demand

retransmission of the lost packets. This scheme is called Automated Repeat Request(ARQ)

and is widely used in todays Internet, for example in the transmission control protocol

(TCP).

Both of these approaches have their own shortcomings and strenghts, which now will be

examined and tailored to fit the establsihed model of networks.
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2.4.2 Forward Error Correction

As said, FEC schemes always proactively add some kind of redundancy to the data that

the sender wants to send to the receiver to lower the probability that packets are getting

lost during transmission.

To measure the effectiveness of a code, one has to consider two facts for each used forward

error correction:

• How much redundancy is added?

• How effectively can lost packets be recovered?

For both of these questions, concepts from coding-theory exist to fit them to mathematical

concepts. To measure how much redundancy is added the code rate can be computed in

the following fashion:

Definition(Code Rate). Given a coding scheme C, let ns,c denote the number of packets

that the sender wants to send and let n′s,c denote the number of packets that are finally

sent over the channel, including redundancy. Then

rC =
ns
n′s

(2.20)

is called the code rate of the given coding scheme [25].

Given a coding scheme, the probability of losing a packet despite the counter-measurement

of sending redundant packets can be expressed as
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Definition(Residual PLR). Given a coding scheme C, let p denote the PLR of a certain

link. Then the probability pres,C that a packet is lost and cannot be reconstructed despite

the code being applied is called residual packet loss rate or short residual PLR.

It was already mentioned that the scheme of sending each packet twice is not that clever

- indeed there exist several coding schemes that can do better. The class of linear block

codes is a class of error-correcting coding schemes, that have certain properties that help

us to reduce the overhead added to the transmitted data. In a linear block code, the

data that has to be transmitted is sliced into blocks of a certain length which then have

redundancy added. Without going into technical details about linear block codes here, a

characterization in terms of their coderate has to be made:

Definition((n,k) Linear Block Code). A linear block code C that takes blocks of k

packets, adds n − k redundant packets and outputs blocks of length n is called a (n, k)

linear block code with rC = k
n

as shown in 2.10. The probability that the receiver of the

coded block is not able to reconstruct the coded information is called block-error-rate or

short BER. The residual PLR for a given code C is computed as

PLRres = BER · rC (2.21)

Inside the class of linear block codes, there exist codes that have another useful prop-

erty, namely they are maximum distance seperable and are called MDS-codes. MDS codes

enable the receiver to reconstruct lost packets from an arbitrary subset of all received

packets, as long as a certain number of coded packets is received. [9]

A prominent example for MDS-codes are the so called Reed-Solomon (RS) Codes [15],
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Figure 2.10: Schematic example for a (7,5) linear block code with coderate 5
7
. A block of

5 packets is taken and 2 redundant packets are added.

which gained a lot of popularity by the invention of the Compact Disc where RS-codes are

used to correct errors introduced to the transmission of data from the CD to the audio-

hardware [27].

An (n, k) RS-code is able to reconstruct all k packets out of any x − k received packets

among the n packets that were sent on the channel.

In the following, it is always assumed that when FEC is mentioned, an MDS-code (or con-

rete: an RS-code) will be used, which for a multimedia setting is a reasonable assumption.

[12]

As PLR is a metric that can severely influence QoS and therefore QoP, it has to be taken

into account that when applying codes, the packet loss behaviour dramatically changes.

When not applying FEC, an error automatically means that the packet is lost and either

produces an error at receiver side as e.g. pixel errors or audio glitches or has to be re-

transmitted to avoid these errors - introducing additional delay.

When applying FEC, an error only occurs if more then n − k packets among a block of

packets (BOP) is lost. Considering the model of a burst-noise channel, the original value

for PLR is not very useful to determine the probability of a transmission error.
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Consider the previously introduced model for burst-noise, including the computed values

for h - the probability of a successfully sent packet in the bad state and the transition

probabilities between the states P and p. An estimate of the performance of an (n, k)

RS-code operating on a burst-noise channel will now be derived following [12].

Let P (m,n) denote the probability inside a block of packets (BOP), m packets will be

corrupted and lost. Then, the so called block error rate (BER), which denotes the proba-

bility of losing en entire BOP due to more then n− k corrupted packets can be expressed

as

BERC =
n∑

m=n−k+1

P (m,n) (2.22)

for a given FEC scheme C.

To compute P (m,n) for a burst-noise channel, the channel again has to be characterized

in terms of error-free runs of consecutive packets. From 2.13 it is known that the func-

tion u(K) denotes the probability of the next K packets being transmitted successfully.

Additionally, let v(K) denote the probablity that, after facing an error, the next error will

happen after exactly K successfull transmissions.

Then,

u(K) =
∑
m

s(K,m)hm (2.23)

and
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v(K) =
∑
m

fK(m)hm−1(1− h) (2.24)

hold. Note that s(K,m) denotes again the probability that in the burst-error channel

model, the channel is in the bad state and returns to it exactly m times in the next K

steps. fK(m) is the correspodning probability for the channel to have the mth return to

the bad state exactly on the k − th step. u(K) is then the probability of an error free

transmission for at least the next K − 1 packets and v(K) denotes the probability of an

error free transmission for exactly the next K − 1 packets.

P (m,n) then can be computed as follows:

Let R(m,n) denote the probability that during the next n−1 transmissions, exactly m−1

packets are lost. Then R(m,n) can be formulated as

R(m,n) =


v(n) if m = 1,
n−m+1∑
ν=1

u(ν)R(m− 1, n− ν) if 2 ≤ m ≤ n
(2.25)

and the probability of m lost packets in a block of n packets can be computed as

P (m,n) =
n−m+1∑
ν=1

PLv(ν)R(m,n− ν + 1), 1 ≤ m ≤ n (2.26)

where PL is the average loss probability of the burst-noise channel which can be computed

by the so called steady-state probability, the probability that the channel is currently in a

certain state.

The probability of the channel to be in its B-state is P
p+P

and therefore
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PL =
(1− h)P

p+ P
(2.27)

Each reasonable FEC that adds redundancy causes the observed loss-rate to decrease for

a certain value δPLR, which depends on the loss-rate of the channel and the correction

capabilities of the code. On the other hand, the given delay is increased due to an increase

in size of data. This increase in delay is then δdelay. Since the change in delay depends on

the implementation of the network and the given datarates, this value will be abstracted,

whereas the change in PLR has been derived above. The probability that a single packet

is lost depends on wether or not the surrounding BOP gets lost. The BER measures the

probability that a single block is lost, including the added redundancy packets. To get

the probability that an actual information packet is lost, the block error rate has to be

multiplied with the code rate

pres,C = BERC · rC (2.28)

2.4.3 Automated Repeat Request

Instead of launching countermeasures before errors occur, it is also possible to incorpo-

rate a technique called automated repeat request (ARQ) that instead of adding additional

information to send. ARQ schemes always make use of the bidirectionality of the given

connection. Errors are bypassed by providing an implementation of a protocol, that auto-

matically recognises lost packets and - if a packet is lost - retransmits it. ARQ protocols

in general use so called sequence numbers to be able to identify lost packets.

In practice, three major classes of ARQ protocols are known:
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Stop-And-Wait ARQ uses acknowledgements (ACKs) for each packet that is sent to indi-

cate to the sender that it was correctly received. To prevent errors, the sender waits for

each ACK and stops transmission until a certain time-frame passed. After this time-frame,

a copy of the original packet is then retransmitted. This scheme is not of very much use

for multimedia data-distribution or generally time-critical network applications, since - in

the case of an error free transmission, the time until the last packet out of a block of n

packets arrives at the sender is at least doubled.

Go-Back-N ARQ uses another approach to achieve error correction. Packets are grouped

into windows of a certain size and the sender does not wait for ACKs of the receiver until

the whole window was sent. The receiver memorizes the last sequence number it received

and informs the sender about the next packet it expects to receive - namely the packet

with the following sequence number. After a window is sent as a whole, the sender cheks

the received ACKs, identifies the unacknowledged packets (those following the last ac-

knowledged one) and retransmits again all packets following the last acknowledged packet.

Although less delay than with Stop-And-Wait can be expected, still a lot of unnecessary

packets are repeated in certain scenarios.

Selective Repeat ARQ is - at least for multimedia applications - the most useful scheme

among the three. Instead of acknowledging the reception of each packet, lost packets are

identified and a non-acknowledgement (NACK) is sent back to the receiver, which then

retransmits. Besides minimizing overhead-traffic for ACKs/NACKs, selective repetition

also minimizes delay introduced by unnecessarily sent packets. A drawback is, that a

corrupted NACK-message may be overlooked and an error may be left uncorrected.

In the following, ARQ always will correspond to selective repetition unless stated other-

wise.
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Like forward error correction, ARQ also introduces a change to the observed channel

characteristics. Since for a lost packet to be transmitted correctly, it might be necessary

to retransmit the packet more than once, each retransmission including the sent NACK

takes roughly one RTT to be executed. Each ARQ transmission scheme, depending on

how often packets are resent and what residual loss rate should be received, also introduces

a decrease in PLR, δPLR and an increase in delay, δdelay.

2.4.4 Hybrid Error Correction

Since ARQ and FEC are inherintly different approaches and work on different concepts

for error-correction, they can be combined into one.

When using FEC, it can and with a non-negative PLR will happen that a BOP will not

be received correctly. For this case, an ARQ scheme could be applied to retransmit the

packets that are necessary to complete decoding of the received BOP.

Several HEC-schemes like HEC-PR [19] are known and established, but for the sake of

simplicity, when talking about HEC, the following simplification will be assumed:

each error-correction scheme that is used can be characterized by the changes it introduces

to the channel characteristics. For a given scheme, let δPLR be the change in loss-rate and

let δdelay denote the change in delay.
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Chapter 3

The QoS Routing Problem

Having abstracted the routing-process from technical details like spreading information

about the topology and the concrete implementation, the problem of sending data from a

sender to one or more potential receivers can be, depending on the given setting, modelled

by well-known graph problems, that will be introduced, examined in terms of existing

algorithms and will be expanded to algorithms that consider quality of service.

3.1 Unicast

The most basic distribution scheme in networks is the unicast distribution scheme. In a

unicast-setting, a designated sender aims to send data to a single designated receiver over

a network as can be seen in figure 3.1. This scheme is found everywhere on the Internet,

where single users are served with data they demanded, e.g. eMail. Crucial for unicast-

scenarios is the fact that, even if many users demand the same data, a sending process for
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each single user is involved which leads to a large amount of data that is duplicately sent

over the network. Applications that incorporate unicast transmission are for example on-

edmand video streaming services like YouTube1, audio streaming services like pandora2 or

basic file downloads. Often, huge amounts of data are stored and accessible from all over

the world, where users are able to start for example video playback when they wish to, can

pause video playback whenever they want to and to rewatch videos all over again. This

interactivity sates one of the strenghts of the unicast distribution scheme. Being able as a

user to communicate with the service-provider also leads to possible QoS improvements,

because users are enabled to change video-settings like bitrate, switch audio-channel or

enable subtitles.

Figure 3.1: Schematic figure of a unicast-scenario. A single sender distributes data along
the network towards a single sender

1http://www.youtube.com
2http://www.pandora.com
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Using the graph-based model, a unicast distribution can be modelled as a network, where

the graph G = (V,E,w,R, S) is given and moreover |R|= |S|= 1.

To be able to optimize QoP when using a unicast-scheme, so called Shortest-Path-Problems

have to be solved. Note that, for classical shortest-path problems, a single dimension

weighting function w : E → R is used. Given G, a source R = {r} and a sink S = {s}, a

path Pr,s = {r, e1, v1, e2, ..., vl, el, s}, let w(Pr,s) =
l∑

i=1

w(ei) denote the weight of the path.

The shortest path problem now is stated as:

Given a graph G = (V,E,w, {r}, {s}), find a path Pr,s such that w(Pr,s) is minimal among

all paths from r to s.

The shortest-path problem is a very well examined problem in graph-theory, having its

application in very different and wide-spread sub-disciplines. Applications of this problem

can be found in many combinatorial problem formulations like, in this case, finding a

benificial path in a network [6].

Solving this problem can be done in polynomial time by using well known algorithms like

Dijsktra’s Algorithm [6].

Dijkstra’s algorithm, for a given graph G = (V,E,w, {r}, {s}), the algorithm maintains

the following sets:

• A: all nodes a for which the minimal path Pr,a is already known

• B : all nodes b that are connected to a node in A, i.e. ∀b ∈ B, ∃a ∈ A s.t. (a, b) ∈ E

• C : all nodes in A or B, i.e. C := V \ (A ∪B)

The algorithm makes use of the fact, that for each shortest path from r to s that goes

through an intermediate node n, Pr,n and Pn,s are shortest paths themselves.
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At first, the set A only contains the starting node r and B consists of all adjacent nodes

of r. By iteratively exploring nodes in B, shortest paths for all nodes in the graph are
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found and the algorithm terminates if s ∈ A and a shortest path to s is therefore found.

The following figure provides pseudocode for Dijkstra’s algorithm:

Data: G = (V,E,w, {r}, {s})

Result: a shortest path from r to s

foreach v ∈ V do

dist[v] :=∞; // the dist-array maintains the set A

prev[v] := null; // structure for reconstructing paths

end

dist[r] := 0; C := V ; while C 6= ∅ do

u := min(C);

remove(u,C);

if dist[u] =∞ then

break; // this contributes to only looking at nodes in B

end

foreach v ∈ C adjacent to u do

buf := dist[u] + w(eu,v);

if buf < dist[v] then

// update new shortest paths

dist[v] := buf ;

prev[v] := u;

end

end

end

return prev[];
Algorithm 1: Dijkstra’s Algorithm
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As the algorithm iterates over nodes v ∈ V and again for each adjacent node of v, a sim-

ple implementation runs in O(|V |2) [6] time, although implementations with sophisticated

data management are known to run in O(|V |log|V |+|E|) [6]. Dijkstra’s algorithm is a

useful tool for distributing data in unicast scenarios and is also implemented in OSPF,

using the network topology as the input graph and using nominal data-rate or hop-counts

as a metric.

It can be seen in the pseudo-code that the algorithm relies on finding adjacent nodes

to a given ndoe with a minimum distance, which is only possible if a total ordering for

edge-weights can be given. For single-dimensional metrics like hop-count or data-rate this

is possible without problems. Ordering multi-weighted edges cannot be done this easily,

which indeed poses a major problem and trying to match given QoS constraints by in-

troducing upper bounds on the sum of weights. By considering the so called Constrained

Shortest Path Problem , it can be seen, that introducing constraints is a problem for the

computability of shortest paths.

For expanding the notion of a shortest-path problem to be able to consider given con-

straints on some of the weights, it is very useful to look at the problem when formulated

as an interger linear program (ILP). For a given graph G = (V,E,w, {r}, {s}), where w

is a single dimensional weighting function, the program states as:
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3.1. Unicast

min
∑

(i,j)∈E

xi,jw((i, j))

s.t. ∀i :
∑
j

xi,j −
∑
j

xj,i =


1 if i = r

−1 if i = s

0 else

x ∈ {0, 1}

In this formulation, a path is given by a set of variables xi,j tha are either 0 or 1, indicating

wether (1) or not (0) they are in the returned path. The additional constraints ensure

that the returned set of variables actually forms a path in the given graph. The so called

objective function to be minimized is the sum over all weights of the included links.

This kind of optimization problem is called a 0−1 integer-linear program and is a member

of Karp’s 21 NP-hard problems, a collection of mathematical problem-formulations, that

are - under the assumption that N 6= NP - not solvable with a general polynomial time al-

gorithm [14]. Since a polynomial-time algorithm for this problem exists, the shortest-path

problem belongs to a subclass of 0-1 ILPs that are solvable in polynomial time. Note that

any problem that can be formulated using the above ILP is solvable by a shortest-path

algorithm.

To introduce certain constraints on the routes that are chosen, consider again a given

graph G = (V,E,w, {r}, {s}). where w : R→ Rm assigns a set of m weights to each edge.

The kth constraint, i.e. the kth component of the vector that w yields is denoted by wk(e)

57



3.1. Unicast

for some e ∈ E. Additionally, a set of m constraints c : [1,m] → R is introduced. The

constrained shortest path problem then is formulated as:

min
∑

(i,j)∈E

xi,jw((i, j))

s.t. ∀i :
∑
j

xi,j −
∑
j

xj,i =


1 if i = r

−1 if i = s

0 else∑
(i,j)∈E

xi,jwk((i, j)) ≤ ck ∀1 ≤ k ≤ m

x ∈ {0, 1}

Given the formulation of the constraint shortest path problem and the pseudo-code for

Dijkstra’s Algorithm in figure 1, it is seen that the algorithm cannot be used to enforce the

constraints on the sums of the edge-weights out of the box, because keeping constraints is

not provided by the algorithm. It was already stated that the generel 0-1 ILP is NP-hard

to solve but it remains unclear if one could find an algorithm like Dijkstra’s to perform

the task in polynomial time.

Proving NP-hardness of a given problem often involves so called polynomial time reduc-

tions. For two given problems A and B and A is known to be NP-hard to compute, if an

algorithm is found that transforms an instance of A into an instance of B in polynomial

time (inplicating that A and B are somehow related) B also has to be NP-hard. Otherwise

one could just transform an isntance of A into one of B within polynomial time and then
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3.1. Unicast

solve B within polynomial time (resulting also ina solution for A) which would contradict

the NP-hardness of A.

The NP-hardness of the above constrained shortest path problem will now be proven,

following [30].

Theorem: . The constrained shortest path problem with 2 constraints is NP-hard.

Proof. Consider the Partition Problem (PARTITION). An instance of PARTITION con-

sists of a given multiset of numbers S = {n1, n2, ..., nN}, where a multiset is a set that can

contain multiple copies of each of these numbers. The task is now to find a partition of S

into S1 and S2, such that S1 ∪ S2 = S and
∑
n∈S1

n =
∑
n′∈S2

n′, that is partitioning the given

numbers into two equally weighted sets.

To show that the constrained shortest path problem with 2 or more constraints is NP-

hard, it is first assumed, that a polynomial time algorithm for the constrained shortest

path problem exists.

Given an instance S = {n1, n2, ..., nN} of PARTITION, a graph G = (V,E) is constructed

in the following way:

• a node ni is introduced for each ni ∈ S with an additional node nN+1

• two parallel links between each node are installed from ni to ni+1: li,1 and li,2

• two weights w1, w2 are added to each link.
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3.1. Unicast

When a shortest path from n1 to nN+1 is found, this path corresponds to a partition of

the numbers ni because either li,1 is chosen, which corresponds to ni being in S1 or li,2 is

chosen, which corresponds to ni being in S2.

To achieve the shortest path to give a partition with S1 ∪S2 = S and
∑
n∈S1

n =
∑
n′∈S2

n′, let

||S||:=
∑
n∈S

ne and assign two weights to each link.

w1 := 2N · ||S||−ni and w2 := ni (3.1)

are assigned to the corresponding links li,1.

w1 := 2N · ||S|| and w2 := 0 (3.2)

are assigned to li,2. Note that for a fixed link l(i, j), both weights always add up to

w1 + w2 = 2N · ||S|| (3.3)

For the constrained shortest path problem on this graph, considering the path p from n1

to nN+1, the constraints

w1(p) ≤ 2N2 · ||S||−||S||
2

(3.4)

and

w2(p) ≤
||S||

2
(3.5)

are introduced, where wi(p) is the sum of of all wi along the links of the path, and

w1(p) + w2(p) = 2N2 · ||S||. (3.6)
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If the polynomial time algorithm is now run on this instance, a feasible path would fullfill

the constraint 3.4, and therefore, by using 3.6

w1(p) ≤ 2N2 · ||S||−||S||
2
⇔

w1(p) ≤ w1(p) + w2(p)−
||S||

2
⇔

||S||
2
≤ w2(p)

which together with 3.5 yields

w1(p) =
||S||

2

w2(p) =
||S||

2

To find a path from n1 to ni+1 that does not violate the given constraints, w2(p) which is

either ni or 0 for a given link, has to add up to ||S||
2

along the path. This is only possible

if and only if there is a subset S1 ∪ S with ||S1||= ||S||
2

.

Given the above transformation, the shortest path algorithm either succeeds, yielding a

partition of the given set S and therefore solving PARTITION, or it fails, certifying that

no solution to PARTITION for the given instance exists.

If this algorithm would run in polynomial time, PARTITION could be solved in polynomial

time too, which contradicts the NP-hardness of the problem.

Hence, the multi constrained shortest path problem is at least as hard as PARTITION.
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1

3

0

4

X

(64, 0)

(64, 0)

(64, 0)

(64, 0)

(63, 1)

(61, 3)

(64, 0)

(60, 4)

Figure 3.2: Example graph with corresponding weights for an instance of PARTITION
with S = {0, 1, 3, 4}, ||S||= 8 amd 2N · ||S||= 64
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3.2. Broadcast

This result shows that given 2 or more additive constraints on a shortest path problem

makes the task of finding a feasible path intractable because of computational complexity.

3.2 Broadcast

The next basic transmission scheme is the broadcast transmission scheme. Broadcast trans-

mission is a well known technique to distribute data from one source to all other reachable

nodes in a network. The most noticable example of broadcast transmission - although not

used in packet switched networks - is radio transmission, where a radio signal is spread

through the air and in the area of coverage can be received by all receivers capable of

decoding the electro-magnetic signal. Another example is traditional TV transmision over

cable, where every household plugged in to the cable network receives the same set of data.
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3.2. Broadcast

Figure 3.3: Schematic figure of a broad-scenario. A single sender distributes data among

all other nodes in the current network.

Applying the above to the graph-based network model, the network would be G =

(V,E,w, r ∈ V, V \ {r}), having the designated sender r and all other nodes as receivers.

In terms of optimization, the so called minimum spanning tree (MST)[6] is the major tool

for providing a good distribution of data along all nodes on the network. Since every node

in a broadcast scenario receives the same data, a tree structure that does not contain any

cycles provides distribution without redundant data being sent to nodes. Ensuring that

the tree is minimal with respect to a given metric can also be applied to network opti-

mization by weighting the edges on the graph with, let’s say, the one way delay, causing

the resulting tree to connect all nodes of the network with minimal delay.

To build MSTs, several well known polynomial time algorithms are known, Prim’s algo-

rithm[6] and Kruskal’s algorithm being the most prominent. Prim’s algorithm is more

efficient in terms of it’s worst case running time, but has to utilize the sophisticated

datastructure of fibonacci heaps to achieve the worst case behaviour. Instead, Kruskal’s
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algorithm will be examined [6].

Kruskal’s algorithm makes use of the fact, that given a spanning tree, adding a single edge

anywhere creates a cycle in the graph, which can be found in polynomial time [6]. Finding

a cycle, examining all links in the cycle and removing the biggest one in terms of the given

metric us used to succeedingly reach a minimal spanning tree as seen in algorithm 2.

Data: G = (V,E,w)

Result: minimum spanning tree G′ = (V,E ′ ⊆ E)

F := ∅;

H := E;

sort(H);

// ascending in terms of w(e), e ∈ H

while H 6= ∅ do

e := min(H);

remove(e,H);

if (V, F ∪ {e}) does not contain a cycle then

F := F ∪ {e};

end

end

Algorithm 2: Kruskal’s Algorithm

Note that the given graph has to be connected to be able to build a spanning tree in the

first place.

Again, like with shortest paths, the algorithm relies on the ability to give an ordering on

the dges with respect to a given metric. The problem of introducing one or more addi-

tional metrics to a path disables the algorithm, by leaving the ordering of the edges as an
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open question.

Moreover, the introduction of constraints to the problem by demanding, for example, that

each node is connected to each other with a delay smaller than a given threshold, is again

challenging. Given the ILP formulation

min
∑

(i,j)∈E

xi,jw((i, j))

s.t.
∑

(i,j)∈E

xi,j = 1;

∑
(i,j)∈E(S)

xi,j = |S|−1;

x ∈ {0, 1}

Again, all problems that can be formulated in the above form can be efficiently solved by

the algorithms for finding MSTs.

Introducing constraints and multiple metrics to the problem would again result in the

unability of the shown algorithms to keep track of these constraints, because of the multi-

dimensionality of the metric.

Indeed, the problem of finding a constrained multicast-tree is again NP-hard, which can

be shown in a similar way like for the shortest-path problem, by reduction to the knap-

sack problem, also a member of Karp’s 21 NP-hard problems. An input to knapsack is

transformed to an input of the constrained multicast problem and afterwards solved [1].
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Although similar to the one for shortest paths, the proof is much more complicated and

will be ommitted here but can be found in [1].

3.3 Multicast

Multicast problems arise in cases where similar data has to bee distributed to e certain

group in the network. All users that are interested in the data receive an identical copy

of it. Flooding all of the network with this data can be costly because of congestion and

occupied links for other cross-traffic. To distribute traffic to a designated set of receivers,

a so called Steiner-Tree[6] can be built. Given a possibly weighted network and a set of

receivers, instead of connecting all nodes in the network, a Steiner-Tree is also able to use

links going through nodes that are not designated receivers - whereas an MST uses all of

the network and each chosen link is adjacent to receivers.

Figure 3.4: A schematic view of the Multicast scheme.
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This problem has been shown to be NP-hard in general, and that approximation algo-

rithms that yield arbitrarily exact solutions are unlikely to exist. [14]

Approximation algorithms often build a so called distance-graph [23] and rely on MSTs

on these distance graphs, so finding a good solution to a given steiner tree instance us-

ing such an approximation algorithm also depends on the constrained broadcast problem

when introducing constraints on the returned steiner tree.

3.4 Anycast

Anycast can be seen as a hybrid distribution scheme that works in three steps.

• Groups of nodes that are interested in the provided data are identified

• A representative called (relay or mediator) out of each group of nodes is chosen to

receive data for the whole group

• The chosen representative takes care of providing the data among the interested

nodes in the group

This approach relies on representatives to be able to autonomously distribute the provided

data among their group of nodes, which can consist of nodes facing a similar delay or

loss-rates, are geographically close or simply pay the same service provider to access the

Internet.

The representatives are chosen by their topological proximity to the source, where this

proximity again is induced by one or several metrics that depend on the scenario. To

be able to send different versions of the same data to different groups of nodes, shortest

68



3.4. Anycast

paths are used to serve the representatives, which themselves use broadcast or multicast

transmission in their group.

Note that formulations for steiner tree problems as ILPs exist and can be found in [13]

but make use of complicated concepts that go beyond the scope of this chapter

Figure 3.5: A schematic view of the Multicast scheme.
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Chapter 4

Towards a QoS Routing-Metric

As seen in the previous chapter, introducing more than one constraint to a routing problem

poses a major problem in terms of computability. Finding a path that satisfies all given

QoS constraints cannot be expected to be done in considerable time, since no polynomial

time algorithms are known, given the exponential time hypothesis holds. [14]

To overcome this issue, a relaxed version of the QoS routing problem is considered. Re-

laxation of problems is a common technique to cope with (NP-) hard problems [18], that

removes certain constraints given in the original problem to transform it into an easier

one that, if solved, yields approximations to the original one.

In this chapter, a relaxed version of the multi-constrained routing problem is established

in terms of Lagrangian Relaxation, a technique well known from the field of linear pro-

gramming [4]. Afterwards, this relaxation will be used to derive a metric that can be used

to approximately find solutions to the problem.
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4.1 Lagrangian Relaxation

Consider the generic integer linear program:

min cTx

s.t. Ax ≥ d

x ∈ {0, 1}

where x ∈ Rn denotes a solution vector for the problem, c ∈ Rn represents the objective

function to minimize and d ∈ Rm is a set of m constraints.

Assume that this problem is hard to solve due to the constraints, as in the discussed

multi-constrained routing problem. If removing these given constraints is beneficial for

computability, a technique called lagrangian relaxation can be applied to the linear pro-

gram to get rid of the constraints.

Lagrangian relaxation removes the constraints from the problem and moves them to the

objective function, such that solutions violating the constraints are penalized and solu-

tions keeping the constraints are rewarded in terms of the objective value. For the above

minimization problem, the relaxed version of the problem reads as

min cTx+ λT (d− Ax)

x ∈ {0, 1}
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As can be seen, the constraints have been moved to the objective function in a way that for

Ax = d, the original objective value cTx is used to determine optimality of a solution. If a

constraint di is violated such that aix < di, ai being the i− th row of A, the corresponding

term λi(di − aix) becomes positive and the overall contribution to the objective function

is positive, penalizing the violation of this constraint. If on the other hand λi(di − aix) is

negative because aix > di, the strictly kept constraint is rewarded by a negative contribu-

tion to the objective value.

Using lagrangian relaxation is known to be a very useful tool for optimization under con-

straints from undergraduate mathematics.

Consider the following task: for

f(x, y) = x+ y, (4.1)

find an extreme point such that

g(x, y) = x2 + y2 − 1 = 0 (4.2)

holds.

Using lagrangian relaxation now it is known, that given
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4.1. Lagrangian Relaxation

F (x, y, λ) = f(x, y) + λ(g(x, y)) = x+ y + λx2 + λy2 + λ, (4.3)

finding an extreme point that keeps the given constraint, can be done by finding a suitable

λ, such that

δF

δx
= 1 + 2λx =0

δF

δy
= 1 + 2λy =0

δF

δλ
= x2 + y2 − 1 =0

Note that (F (x, y, λ) corresponds to the relaxed objective function in the ILP setting.

Using these equations, λ = ± 1√
2

is obtained, which results in the extreme points (
√
2
2
,
√
2
2

)

and (−
√
2
2
,−
√
2
2

).

Optimizing functions can be easily done, if both the constraints and the function that

should be optimized are differentiable. [18].

In a graph based setting, that is far from being differentiable [18], this approach is more

or less useless, since it can not be directly applied to finding suitable values for λ.

A result that stems from the field of duality theory shows that given a function with

additional constraints, the new objective function F (x, λ) for the relaxed problem is always
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a lower bound for the original problem. For an optimal and feasible solution (x∗) to the

original problem,

F (x, λ) ≤ f(x∗) ∀λ[18] (4.4)

where x ∈ Rn and λ ∈ Rm, given an n-dimensional original objective function and m

relaxed constraints.

This fact does not help directly to find suitable λ, but by starting with initial values for

λ and performing a successive local search on the relaxed objective values for λ, local

maxima of the relaxed objective function can be found and the quality of the optimization

of the relaxed problem can be increased [2]. The restriction on local maxima limits the

finding of an optimal solution in a way that heavily depends on the given graph. The

found maximum is not necessarily a global one, such that, given a bad starting point for

λ, local search is not suitable for finding feasible paths.

In the following section, a framework for a QoS routing metric will be given that utilizes

the findings on the given channel-model and the given error-correction and is tailored to

the given data with the respective QoS constraints.

4.2 A Metric For The Relaxed Problem

Selecting routes through a network that conider quality of service is a hard task, as can be

seen by the consideration of the constrained shortest path or the constrained spanning tree

problem shown in chapter 3. Keeping additive and multiplicative metrics under a certain
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threshold along a path or a tree is challenging in terms of computational complexity, and

solving this problem exactly would be impractical due to a bad scaling on large networks,

assuming the exponential-time hypothesis holds and only exponential algorithms exist for

NP-hard problems in ther worst cases [14].

To be able to provide a certain degree of QoS by considering the QoS class of the provided

data, the relaxed problem is being optimized instead of the original one. Relaxing the

problem of finding a constrained path or tree in the network and using a combined metric

is benificial in many cases. Although no guarantee for paths that strictly keep the given

constraints can be given, combining constraints into the objective function is compatible

to using the shown algorithms for path selection and spanning trees. Considering the ILP

for the shortest path

min
∑

(i,j)∈E

xi,jw((i, j))

s.t. ∀i :
∑
j

xi,j −
∑
j

xj,i =


1if i = r

−1if i = s

0else∑
(i,j)∈E

xi,jwk((i, j)) ≤ ck ∀1 ≤ k ≤ m

x ∈ {0, 1}

where again, xi,j is the variable that corresponds to the decision if (i, j) is in the selected

path or not. The case differentiation ensures that the chosen links indeed form path that
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starts at r and ends at s. Using lagrangian relaxation to move the constraints to the

objective function yields

min
∑

(i,j)∈E

(xi,jw((i, j)) +
m∑
k=1

λk(xi,jwk((i, j))− ck))

s.t. ∀i :
∑
j

xi,j −
∑
j

xj,i =


1 if i = r

−1 if i = s

0 else

x ∈ {0, 1}

as a relaxed version of the constrained shortest path problem. Note that this problem

can be solved by Dijkstra’s algorithm due to the fact that de structure of the ILP of the

relaxed problem only differs in the objective function compared to the ILP formulation of

the shortest path problem. Using the term λk(xi,jwk((i, j))− ck) in the objective function

enables the shortest path algorithm to directly compare different links with more than

one metric. Since Dijkstra’s algorithm belongs to the class of greedy algorithms [6] that

can be said to ”only look one step ahead”, directly penalizing large values xi,jwk(i, j) by

considering the difference to the threshold ck implies a total ordering on all the links. The

same relaxation can be done for broadcast and multicast algorithms. For broadcast, again,

the structure of the ILP does not change when moving the corresponding constraints to

the objective function. For multicast, if distance-graph based algorithms are used, the

given objective function for the relaxed problem can be used. [23]
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To come from a given network model and a set of data that has to be transmitted under

a given distribution scheme, consider the diagram

Metric

Network

Data

Topology Channel modelLink metrics

QoS constraints Error correction

Figure 4.1: Influencing factors for a QoS metric

On the top, the network can be seen. Given a network that needs to be formulated in the

dfined network model, several factors influence the used QoS metric and the optimization

process.

First, the given topology is important to know for the path-/tree-selection algorithms to
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run. The given link-metrics have to be known to build the QoS metric, hence either re-

liable measurements or heuristics have to be available to gather the link-properties from

the given network. When operating on a network that can be characterized by the burst

noise channel model, which can be done in packet switched networks ([11]), the properties

of the model also influence the interpretation of the loss-rate for example, so the channel

model has to be considered.

Below, the given data is considered. Each set of data imposes certain QoS constraints, like

low delay, low PLR or the like. Also depending on the given data is which error-correction

scheme is used. If ARQ is used, the expected delay can change, wehereas with FEC, the

given packet loss rates have to be reinterpreted due to the fact that information in a block

of packets is only lost if the whole BOP is lost - single packets do not necessarily cause

information loss at the receiver side when corrupted.

The metric is built in the following steps:

1. given the network, determine link-properties and channel-model-properties

2. given the data, determine QoS constraints and error-correction

3. adjust link-properties according to the given channel-model and error-correction

4. transform weights on graph with lagrangian relaxation

It is assumed that the given networking scenario is centralized in a way that link-properties

and transmission statistics like packet-loss behaviour are available on a central node in the

network. This assumption is reasonable, because state of the art networking techniques

like SDN can be used to manage routing from a central instance. Having information

about the used error correction, this can be used to adjust the metrics on all of the links.
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Also, note that only additive metrics can be used as a metric here, where multiplicative

metrics can be transformed into additive ones by using logarithm both on the sum of the

single metrics and the given constraint.

ARQ schemes always trade off between the expected delay (depending on the expected

number of retransmissions) and the residual loss rate - the probability that a packet is lost

although ARQ was used. FEC schemes like MDS codes always change the size of a given

transmission by introducing redundancy, but reduce the packet loss rate. So given the

channel model, the used error correction scheme with the corresponding values δPLR and

δPLR and the multidimensional weight function w : l ∈ E → Rm, the transformation can

be seen as a function depending on the given QoS class and the chosen error-correction.

The transformation is done by first applying

w′(ec, w(l)) : Rm → Rm ∀l ∈ E (4.5)

to each link in a preprocessing step, which is done in O(|E|).

Note that w′(ec, w(l)) takes the given error-correction scheme and applies the simple

change of adding δPLR and δdelay to all edges in a multiweighted graph - given that PLR

and delay are weights. Afterwards, lagrangian relaxation is applied, which, for a given

set of constraints c : ck for 1 ≤ k ≤ m transforms the multi weighted graph into a single

weighted graph. Again, applying the function

w′′(c, w′(l)) : Rm → R ∀l ∈ E (4.6)
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is done in O(|E|).

This process can be visualized as shown in figure 4.2.

G=(V,E,w,R,S)

Channel model

Error correction

G=(V,E,w',R,S)

adjust PLR and 
delay

QoS constraints

G=(V,E,w'',R,S)

Lagrangian
Relaxation

Figure 4.2: Schematic visualization of the preprocessing steps.

The resulting graph has link-weights corresponding to the lagrangian-relaxation based

metric that penalizes values near the corresponding constraints and takes the channel

model and the error correction into account.

Consider the graph in figure 4.3 again:
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1

2

3

4

(0.6, 250)(0.3, 120)

(0.3, 35)

(0.1, 20) (0.2, 270)

Figure 4.3: Input graph with weights in R2

The first metric on the links will be interpreted as a multiplicative loss rate and the second

metric will be interpreted as an additive delay. Transforming the multiplicative PLR into

an additive measure is done, by looking at the concatenation of packet loss rates along a

path. Given a path with n links, the end-to-end PLR is computed as

PLRe2e = 1− (1− PLR1) · · · (1− PLRn). (4.7)

Given a constraint cPLR, this can be written as
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1− (1− PLR1) · · · (1− PLRn) ≤ cPLR

⇔ − (1− PLR1) · · · (1− PLRn) ≤ cPLR − 1

⇔ (1− PLR1) · · · (1− PLRn) ≥ 1− cPLR

⇔ log2(1− PLR1) + ...+ log2(1− PLRn) ≥ log2(1− cPLR)

where 1 − PLR is the chance of a correct transmission for a given packet. To be able to

balance off between the different metrics, it is useful to restrict all values on the edges

between 0 and 1. For example, when comparing loss rate and delay in terms of their

contribution to the overall value of the combined metric, delays typically can vary between

e few milliseconds and several seconds in the worst case. Loss rate however is always a

number between 0 and 1. To restrict all metrics to the interval, all additive metrics can

be divided by the maximum value this metric takes over all the graph. For multiplicative

metrics, and especially PLR in this case, the argument of the logarithm can be restricted

to values between 1 and 2 such that the logarithm matches the interval. This can be

accomplished by using the following formulation:

log2(2− PLR1) + ...+ log2(2− PLRn) ≥ log2(2− cPLR) (4.8)
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1

2

3

4

(0.485, 0.925)(0.765, 0.445)

(0.765, 0.130)

(0.925, 0.074) (0.847, 1)

Figure 4.4: Transformed graph with new weights in R2

If now a path from 2 to 4 is wanted, optimizing hop-count, with the restriction that the

packet loss rate at receiver side is smaller or equal to 0.5 and the delay is smaller than 300

ms, the following metric for each edge is used:

w(l) = 1 + λ1(0.584− w1(l)) + λ2(w2(l)− 1.11), (4.9)

where w1(l) is the transformed PLR and w2(l) is the transformed delay. By choosing

λ1 = λ2 = 1, the following graph is obtained:
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1

2

3

4

0.9140.154

-1.61

-0.377 0.972

Figure 4.5: Transformed graph with edge weights in R

The most beneficial edge from 2 to 4 has the lowest metric value, because it clearly keeps

the given constraints and the positive gaps between th egiven metric and the constraint

contribute negatively. A shortest path algorithm would chose this edge because it forms

the path with the lowest added up weight. On the other hand the other possible paths

have a higher computed weight due to violations of the given constraints.

This small example shows how the metric evaluates given link weights by first applying

knowledge of the given error correction and - in case of a used FEC - the underlying chan-

nel model in a preprocessing step. After correcting delay and PLR according to channel

model and error correction, the multidimensional edge weights are grouped to a single
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value by applying lagrangian relaxation.

For a given scenario, including the data to send, the induced QoS constraints, the chan-

nel model and the corresponding link-measurements, the process of sending data can be

optimized towards these constraints by preprocessing the graph as shown above and then

applying the appropriate algorithm to find shortest paths, minimum spanning trees or

steiner trees.
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Chapter 5

Conclusion

An algorithm to compute a QoS-aware metric has been provided. The given algorithm

takes relevant information like the channel model, application-specific constraints, mea-

sured link properties and the network topology establish an accurate graph representation

of the scenarion. On this graph, multiple link-weights are condensed into a single value per

link by applying lagrangian relaxation which takes care of penalizing links that operate

near any constraint.

The provided algorithm is an approximation algorithm. Because multiple-constraint-

routing of packets is NP-hard as shown in chapter two, exact algorithms are not suitable

because of their exponential runtime. In the following, the given metric is evaluated and

possible improvements are shown.
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5.1 Evaluation

For evaluation, random graphs will be constructed, including a multiplicative and an

additive metric for each link. Then, for fixed constraints for both metrics, feasible paths

are counted. If feasible paths exist, the graph will be transformed according to the provided

algorithm to introduce the QoS-aware metric to each link and ad shortest path according

to the new metric is found. Afterwards, feasibility of the path will be checked and an

overall fraction of found feasible paths is provided.

For each run of the evaluation, the number of nodes n, the number of links m, the used

upper and lower bounds for the additive and multiplicative metric ladd, uadd and lmul, umul,

the chosen λ1 and λ2 as well as the provided constraints cadd, cmul and the fraction of

successfully found feasible paths rsucc out of 200 random grpahs are given.

n m ladd uadd lmul umul λadd λmul cadd cmul rsucc

5 10 1 100 0.001 0.05 1 1.5 150 0.01 93%

5 15 1 100 0.001 0.05 1 1.5 150 0.01 99%

10 20 1 100 0.001 0.05 1.5 1.5 150 0.01 98.5%

10 25 1 100 0.001 0.05 1.5 1.5 150 0.01 98.5%

10 30 1 100 0.001 0.05 1.5 1.5 150 0.01 99%

10 35 1 100 0.005 0.05 1.5 1.5 150 0.01 98.5%

15 30 1 100 0.001 0.05 1.5 1.5 150 0.01 100%

15 35 1 100 0.001 0.05 1.5 1.5 150 0.01 100%

A can be seen from the results, even without optimization on the λs, the metric yields

high success rates when used in Dijkstra’S algorithm. If feasible paths exist in a graph
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subject to the two constraints, the metric is likely to find one of them in the test scenario.
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5.2 Outlook

The provided metric has left a few open questions. These questions include

• Appropriate choice of λ: Lagrangian relaxation introduces the parameter vector

λ, that can be chosen to weight the impact of different metrics when condensing them

to the single dimensional metric. Chosing λ is itself a so called dual problem[4] of

the original optimization problem and is also a difficult task [18]. A lot of local

search methods exist to adjust λ to improve the approximation[18], but they also

just find local extrema, which do not guarantee optimality. Finding a reliable way

to get optimal solutions is still an open question.

• Using other codes: Only MDS codes have been considered. Other codes like

Raptor Codes or Fountain Codes and applying knowledge about the burstiness of

the channel to these codes were left out and reman for future work.

• Practical applicability: Implementing and testing this metric in a real-world

scenarion, including physical channels, QoP testing by direct evaluation and real

routing protocols can also be done to get an estimate of the performance of the

metric.
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